
FOSECU
 
A newsletter/or the eCllrity printing industry worldwide, published/our thnes a vear 
on behalfof the Ifllernafi01wl Security Printer. Section by Inlergra.l rhe Inrernational 
Confederation for Printing and Allied lndu trie . Brussels and rnailed to named 
members of rite security printing ommlfnity, such as security primers. banking and 
police organisations, 'lUppliers, and Cio'tomers in 196 countries. 

High security and brand protection: 
spot the diffrence 

In this issue: 

Prepari ng for 
Stock olm 

Ethics in 
biometrics 

Brand 
protection ­
Advances in 
holography 

Kinegram's 
continuing 
development 

September 2008 

12th year - Number 37 

INTERGRAF ~ JI , l' ~ _ 



INFOSECURA 
BIOMETRICS The debate on ethics in biometrics 

The biometrics industry has shot to prominence relatively recently, with the attack on 
New York in September I Ith, 200 I as the catalyst But even before that, governments 
and industry had thought about developing biometric means of identification. While the 
technology advanced, the debate on the ethical Implications ofbiometrics had hardly 
begun, until the EU launched the BITE Project 

To close the gap between technical develop­
ments in biometrics and awareness of the ethi­
cal implications, the European Commission initi­
ated the BITE ProJect, which aimed to prompt 
research and to launch a public debate on the 
ethics of biometric technologyThe project 
ran from 2005 to 2007 and held a number of 
conferences and debates and produced reports 
that can be accessed under www.biteproject. 
org. 

At the last Intergraf Security Printers' Con­
ference, Professor Emilio Mordini, Director of 
the Centre for Science, Society and Citizenship 
in Rome, and coordinator of the BITE Project, 
gave a lecture on e hlcs and biometrics. He fo­
cused mainly on one aspect: identity 

Prof Mordini argued that identity is a philo­
sophical riddle, and when one speaks of per­
sonal identity and personal identification one is 
referring to an important social practice, which 
changes over time and across different cultures. 
His second argument was that identity results 
from the intersection betvveen different sets to 
which one belongs, any society and culture de­
fines those s ts that it believes to be relevant. 
Personal identification systems are all based on 
the fiction that there is an ultimate set made up 
only by one individual and no other 

It is obvious that the state has an interest 
in the identity of Its citizens. But until the mod­
ern era most people did not need to demon­
strate their Identities, except a few categories 
of mobile people such as pilgrims, beggars and 
messengers. In August 4, 1794, five years a er 
the French Revolution, France enacted the first 
law in the west that fixed identity to birth cer­
tificate. Beginning with the French Revolution 
there has been both conceptually and historical­
ly an indivisible unity of citizenship and personal 
identification. 

Today, there is no identity without a state, 
which legitimates it. Conversely, any identity 
can be cancelled and created by a state, as it is 
shown by the extreme cases of people in judi­
Cial witness protection programmes, transexual­
ism, and other legal identity changes. 

In modern western states, identity is based 
on the birth certificate, an official document 
that proves the fact, the place and the date of 
birth and the parentage These elements are 
vital to affirm hat an individual is citize of a 
given state. All other identi y elements, which 

have been impori:ant in other historical periods, 
or which are still important in other cultures 
(e.g., religion, ethniclty, race, cast, etc), become 
immaterial 

Prof Mordini argued that in a globalized 
world, a personal identity scheme based on legal 
name, birth cer-tificate and citizenship is less and 
less tenable, mainly because many 10 documents 
are not up to the task 

But identification and verification matter to­
day more than ever The world is in increasing 
and constant transit. On any given day, about 8 
million people are tr-avelling by plane.The fig­
ure was 100000 in 1983, and 3 million in 1999. 
698 million people travel intemationally (wro 
2000) The number of mostly Involuntarily 0­

bile people is also huge: there were 22 million 
refugees and uprooted people (UNHCR 2002), 
10 to 15 million undocumented migrants (ILO 
2000),70 to 80 million migrant wor-kers (llO 
200 I) and 700,000 to 2m survivors of traffick­
ing (US State Dept 2002). Many of these peo­
ple forced to be mobile, will have unreliable 10 
documents or none at all. Doc ments may also 
be of bad qualIty, they may be fakes or I ave un­
reliable transliterations of different alphabets and 
many will I ck the backing of a biri:h certificate 
In 2000 UNICEF calc lated that 50 million babies 
(41 % of births wor-Idwide) were not registered 
and thus Without any identity document Pakistan, 
Bangladesh, Nepal have not yet made mandatory 
child registration at bi i:h. 

Biometric identity 

Convent!onal identrty checking at its most basic 
compares a person that is physically present 
with il document When using the Internet for 
pur-poses, where Identity is important, i.e. web 
banking, online trading, remote management of 
con Idential databases and access to perso al 
information etc., the physical person IS never 
present.The conv ntional means of id ntification 
(e.g. passwords, PIN) can be easily compromised, 
observed or forgotten. Biometrics seems to pro­
vide a solution in being able to validate a claimed 
identity and to search for an unknown identity 
Biometric identities are based only on the body, 
without need of any token, as the body is the to­
ken. his is the deep revolution that biometrics is 
introducing in the history of human civilization. Is 
this revolution ensuring more "certain" identities) 
No, it is not, Prof Mordlni said. It is just a new 
phase in th~ history of identities. 
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The collection and storage of personal dat fully analyzed, in order to establish Iimitatio s to BIOMETRICS 

raises huge ethical questions. The concerns are their intrusiveness where necessary". HIDE aims 
diverse In nature: persons who find it more dif­ to promote open conversation between tech­
ficult to prove their identity, such as immlgl-ants, nology, security, ethics and policy expel1:s as well 
may be unjustly targeted under such a system, as encoul-a ing public discussions and dialogue, 
disabled people who are unable to undergo 

The first focus gmup meetings of HIDE have
biometrics tests may become stigmatised, and 

started in September and will conllnue until 
personal medical info mation may be obtai ­

October: followed by a series of Policy Forum 
able.O a practical level, privacy laws differ from 

Meetings, Further inform tion under www,hide­
coun y to cou try, which will have implic ons 

project,org.
for the sharing of data and the interrel tion of 

Another more practical project invol ing bio­databanks. 'We need to protect weaker groups, 
etrics and also promoted and financed by the which are expected to be the main targets of 

EU is TURBINE (TrUsted Revocable Biometric biometrics technology Their identities are less 
IdeNtitiEs), a research project that alms to de­defined and less easy to prove and they may 
velop digital Identity solutions for secure, auto­not have pap rs.This cannot mean that their 
matic user identification by electronic fingerpnnt privacy is less protected: said Professor Mordini, 
authentication and reliable protection of the bio­

In Nice Prof. Mordini closed his lecture by 
metl'ics data through advanced cryptography. 

saying that i his opinion, the first real political 
Research effor,ts Will focus on tr nsform ­and social crisis that large scale biometric appli­

tion of a description of fingerprints, so that the cations are going to face concerns gender, race, 
result can only be re-ge erated by the personage, and physical dis bilities If the biometric 
with the fin erprintsTURBINE Will assur-e thatindustl-y does not become rapidly aware of all 
the data used for the authentication, generated cultural issues related to the body. this crisis will 
from the fingerprint, cannot be used to estorebe dramatic. 
the onginal fingerprint sample, the Individual will 

HIDE and TURBINE be able to create different "pseudO-Identities" for 
differe t pplications with the same finger'print. The conclusion of the BITE Project does not 
whilst ensuring that these different Identities 

metrics IS finished, The uropean CommiSSion (and hence the related personal data) cannot be 
mean that the discu sion about ethics in bio­

linked to each other: and the indiVidual is ena­

also coordinated by Prof. Emilio Mordini of the bled to revoke an identrty for a given application 
if it is no longer needed The results are intended 

has initiated - and is financing - another project, 

Centre for Science, Society and Citizenship in
 
Rome, called HIDE (another dreadful EU ac­
 for applications such as eBanking, eGovernmenl. 

eHealth, physical access contro and mobile tel­ronym whic is supposed to mean Homeland
 
Security, BiometriC Identification & Personal ecomm nicalions.
 

Detection Ethics), which aims to establish a TURBINE ill be run oy consol'tiumn­

platform for monitoring the ethical and privacy eluding Sagem Securite, Philips Re earch Eu­

implications of biometrics and personal detec­ rope, Sag mOrga, as well as academiC research
 
tion technologies. groups from Katholiek Universiteit Leuven in
 

Belgium and Gj0Vlk Unlvers y College in Nor­In its recent Green Paper on Detection 
way.The projea star-ted In February this year Technologies, the EC argues that personal de­
and Will run until 20 I I. Further Information un­tection technologies and biometrics are "inher­
der www,turbine-proJecl.org,ently intrusive" and "their use needs to be care-

German electronic ID card to be issued in 20 I0 
Germany will not be the first country to introduce electronic ID cords that fulfil a stote­
mandated public function and a private one, Estonia got there well before, but their use 
in a large country may stiffen the back ofsome British politicians, who are still fighting 
for such cards to be introduced in the UK. 

The Ger'man news mag zine Der Spiegel wrote in the EU and in much of the developed world, 

that the German govemment has decided recording a fingerprint on the 10 card III re ai 

to issu lectronic 10 cards as of November volun ary. Plans by Interior- minister Wolfgang 

20 I0 The card will be in format 10- I and it will Schaubele, to m ke stonng a fingerprrnt on the 

contain a chip on which personal data and a card mandatory, were rejected by the SPD, the 

digital photograph are stored The latter is to be SOCial democ at party, which IS the JLmior partner 

read only by the police and border authorities, in ti,e governing coalition in Germany. 

In contrast to the electronic passports in use 


