Penny Duquenoy, Carlisle George, & Kai Kimppa




Biometrics, Human Body, and Medicine: A Controversial History

Chapter XI

Biometrics, Human Body,

and Medicine:
A Controversial History

Emilio Mordini, Centre for Science, Society and Citizenship, Italy

Abstract

Identity is important when it is weak. This apparent paradox is the core of the cur-
rent debate on identity. Traditionally, verification of identity has been based upon
authentication of attributed and biographical characteristics. After small scale societ-
ies and large scale, industrial societies, globalisation represents the third period of
personal identification. The human body lies at the heart of all strategies for identity
management. The tension between human body and personal identity is critical in
the health care sector. The health care sector is second only to the financial sector in
term of the number of biometric users. Many hospitals and healthcare organisations
are in progress to deploy biometric security architecture. Secure identification is
critical in the health care system, both to control logic access to centralized archives
of digitized patients’ data, and to limit physical access to buildings and hospital
wards, and to authenticate medical and social support personnel. There is also an
increasing need to identify patients with a high degree of certainty. Finally, there
is the risk that biometric authentication devices can significantly reveal any health
information. All these issues require a careful ethical and political scrutiny.
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Introduction

No longer a science fiction solution, biometric technologies are the most important
innovation in the IT industry for the next few years. Early biometric identification
technology was considered extremely expensive. However, due to constant devel-
opments in computer technology and reduction in prices, along with improvements
in accuracy, biometrics have begun to see widespread deployment. For example,
a fingerprint scanner that cost $3,000 five years ago, with software included, and
$500 two years ago, costs less than $50 today. As a result, biometric systems are
being developed in many countries for such purposes as social security entitlement,
payments, immigration control, and election management.

Broadly defined, biometrics' are just methods of observing and measuring relevant
attributes of living individuals or populations to identify active properties or unique
characteristics. Biometrics can look for patterns of change by measuring attributes
over time or look for consistency by measuring attributes of identity or unique dif-
ferentiation. When looking for patterns of change, biometrics can be considered a
tool for research, diagnosis, or medical monitoring. When looking for consistency,
biometrics become a useful vehicle for identifying and verifying identities, because
they can differentiate individuals. However this distinction, though basic, should
be considered partly theoretical. Most biometrics could be used both to differenti-
ate individuals and to identify medical conditions. It depends on its architecture
whether a system, designed for verifying consistency, can be turned into a system
that looks for specific pattern of change over time. From a mere technical point of
view this is often feasible.

Biometric system for measuring consistency (that is to differentiate individuals)
can be used in two ways. The first is identification (“who is this person?”’) in which
a subject’s identity is determined by comparing a measured biometric against a
database of stored records—a one-to-many comparison. The second is verification,
also called authentication (“is this person who he claims to be?”’), which involves a
one-to-one comparison between a measured biometric and one known to come from
a particular person. Also this distinction is partly theoretical because it is largely
based on the potential of each technology for building large databases. As a matter
of fact all biometrics can be used for verification, but different kinds of biometric
vary in the extent to which they can be used for identification. Identification mode
is also more challenging, time-consuming, and costly than the verification mode.

Biometric identifications systems consist of a reader or scanning device, a software
that converts the scanned information into digital form (template), and, wherever
the data is to be analyzed, a database that stores the biometric data for comparison
with entered biometric data. The incredible variety of human forms and attributes
might seem to reveal a large number of potential attributes for biometric identifica-
tion. Good biometric identifiers, however, must be:
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. Universal: The biometric element exists in all persons;
. Unique: The biometric element must be distinctive to each person;

. Permanent: The property of the biometric element remains permanent over
time for each person.

Existing biometrical methods ofidentification include fingerprints, ultrasound finger-
printing, retinal and iris scans, hand geometry, facial feature recognition, ear shape,
body odor, signature dynamics, voice verification, computer keystroke dynamics,
skin patterns, and foot dynamics. Future biometrics will include DNA analysis,
neural wave analysis, and skin luminescence. Multimodal systems, which match
different methods, are the current trend and they are rapidly progressing. Multiple
biometrics could consist of different types of biometrics, such as combining facial
and iris recognition. Experimental results have demonstrated that the identities
established by systems that use more than one biometric could be more reliable, be
applicable to large target populations, and improve response time. Also behavioral
biometrics—which measure behavioral characteristics such as signature, voice (which
also has a physical component), keystroke pattern and gait—is expanding. Since
authentication takes place instantaneously and usually only once, identity fraud is
still possible. An attacker can bypass the biometrics authentication/identification
system and continue undisturbed. A cracked or stolen biometric system presents a
difficult problem. Unlike passwords or smart cards, which can be changed or reis-
sued, absent serious medical intervention, a fingerprint or iris is forever. Once an
attacker has successfully forged those characteristics, the end user must be excluded
from the system entirely, raising the possibility of enormous security risks and/or
reimplementation costs. Static physical characteristics can be digitally duplicated,
for example, the face could be copied using a photograph, a voice print using a
voice recording and the fingerprint using various forging methods. In addition
static biometrics could be intolerant of changes in physiology such as daily voice
changes or appearance changes. Physiological dynamic indicators could address
these issues and enhance the reliability and robustness of biometric authentication
systems when used in conjunction with the usual biometric techniques. The nature
of these physiological features allows the continuous authentication of a person (in
the controlled environment), thus presenting a greater challenge to the potential at-
tacker. Systems for the continuous authentication of a person have been proposed to
monitor airplane pilots and other people involved in critical functions (underground
controllers, people attending in military restricted areas, etc).
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Why Identity Matters

Biometric technology, as any other technology, implies some logic pre-assump-
tions. In particular, biometrics requires criteria for identifying individuals in dif-
ferent contexts, under different descriptions and at different times. In the course of
modern history, personal identities have been based on highly diverse notions such
as religion, rank, class, estate, gender, ethnicity, race, nationality, politics, virtue,
honor, erudition, rationality, and civility (the list is not, of course, exhaustive).
Individuals have been identified by legal names, location, token, pseudonyms, and
so. Late modernity is characterized—as Giddens (1991) puts it—by a feeling of
“ontological insecurity,” that is a very basic sense of insecurity about one’s personal
identity and one’s place in the world. The feeling of “ontological insecurity” cor-
responds to a weak, uncertain, definition of what makes a given individual that very
individual. Individualisation becomes therefore an endless identity making process.
It has been said indeed that the problem of the identity is typical of periods of tran-
sition and crisis (Hellenism, Late Antiquity, Baroque Period, Belle Epoque). The
argument would run convincingly but for the fact that any historical period could
be described as a period “of crisis.” However it is unquestionable that today we see
signs of the interest for personal identity wherever we go. Arguments on personal
identity have been raised by philosophers, social scientists and psychologists in
relation with bioethics (e.g., alzheimer’s disease and other dementing disorders;
genetic engineering; brain manipulation), immigration and ethnicity (e.g., cultural
identities, assimilation, integration), globalisation (e.g., cosmopolitism, global
citizenship, re-tribalisation processes), young generations (e.g., crisis of identity,
pseudo-identities, false identities), and body politics (e.g., transgenderism, cyber-
identities, trans-humanism, cosmetic surgery, body arts).

Philosophers usually distinguish between the general issue of “identity” and the
specific question of “personal identity.” Logically speaking, the problem of identity is
puzzling. As Wittgenstein put this question (7ractatus Logico-Philosophicus, 5.5303),
to say of anything that is identical with itself is to say nothing at all, and to say that
it is identical with anything else is nonsense. Actually, with the word “identity” we
mean at least two different concepts, we may indicate an exact similarity between
two items (qualitative identity) but we can also indicate that what is named twice
should be counted once (numerical identity). When we state something about the
identity of “A,” we assert that, under that specific circumstance, “A” is identical
to any other “A” sharing the same properties (e.g., when we state that the identity
of an apple is being an apple, we actually state that an apple is identical with any
other apple under this specific circumstance). But when we state that “A” is “A,”
we mean that there are not two different items but only one (e.g., when we state that
this apple is the apple we purchased yesterday, we are actually saying that there is
only one apple with two different descriptions).
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The problem of “personal identity” is nothing but the way in which the logical issue
of'identity may concern also persons. “Personal identity” means that each individual
is understood as having a coherent personality, which is identical in different spatial
and temporal contexts (i.e., each individual is one, although he changes over time).
The problem arises when we try to understand whether the subjective experience
of personal identity corresponds to any real object or is just a useful figment. What
properties identify a person as essentially the person she is? Theories of personal
identity try to explain what the identity of a person necessarily consists in, what (if
anything) survives through life’s normal changes of experience.

The general problem of identity and the specific problem of personal identity do
not admit easy solutions. Yet we need some criteria to establish identities, either
in the sense of qualitative identities or in the sense of numerical identities. These
criteria are our categories. In the space-time frame we live, physical items possess
properties that are constant enough to allow us to build classes of beings with some
commonalities. When we state something about the identity of anything, we actu-
ally include it into a class of items. The core of any identity statement is therefore
categorisation®. This is evident in the case of qualitative identity but it is also true
in the case of numerical identity. In the case of numerical identity, we try to enlist
an item into the ultimate class that comprises only that specific item. The problem
is that this class, which would by definition consist of only one element, does not
exist, is merely fictional. Speaking of physical objects® we lack classes that distil
the essence of an item, which is constant forever and never changes over time. As a
consequence, identity statements are all probabilistic, though at different degrees.

Philosophers would argue that none of these questions is really new, yet what makes
them new is their current political relevance. Defining the conditions for individual
identification does not reduce to specifying conditions for identities of persons, for
personal continuity or survival, or for other highly metaphysical questions. Defining
the conditions for individual identification also means specifying the characteristics
that distinguish or identify the actual identity of a person. In other words, it means
to define the conditions for satisfying identity claims, the elements by which a
person is distinguished by other persons, and she is re-identified or dis-identified.
We are interested in someone being the same individual for many reasons. First,
individuals are responsible for their actions and their commitments. Any kind of
transactions and the whole legal and financial domains could not be even thinkable
if there was no certainty about personal identity. Second, a descriptive scrutiny of
personal identity affects the allocation of duties and rights. In times of social and
political change obligations and rights are relocated, and the attribution of obliga-
tions and rights require the identification of individuals. Finally, the emergence of
globalized orders means that the world we live “in” today is unifying the overall
human community. Most criteria to establish personal identities in the past are not,
or hardly applicable to the global community. Should we define new criteria? Such
questions affect our existence in the concrete sense that they involve our life in a
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myriad of circumstances, from access to workplace, finances and medical records,
till to our digital identities in the online world (Castells, 1997).

From Odysseus to the French Revolution

Traditionally, verification of identity has been based upon authentication of attributed
and biographical characteristics. For centuries, in small-scale societies, physical and
cultural appearance and location answered the “who is it?”” question. We recognize
individuals from their physical appearance, their body size and shape, their gait,
their gestures and, above all, from their face and voice. Yet physical appearance has
never been sufficient. The body gets older, faces change, voice can be altered. Time
transforms physical appearance but it also leaves signs that is time “writes” persons
by carving wrinkles and scars on the skin, and memories in the mind. Wrinkles,
scars, and memories are biographical signs, which allow to recognize individuals
beyond the mere appearance*. The reader of the Odyssey probably remembers the
scene in which the nurse Eurycleia recognises Odysseus. We are in the book XIX
of the Odyssey. After the long, enduring ten-year journey, Odysseus, disguised as a
vagabond, is back on Ithaca. The queen Penelope welcomes the foreigner without
recognizing him as her husband. She tells the vagabond of Odysseus who has been
gone for twenty years. Odysseus is deeply touched by her story and has to strive
hard with himself to not reveal his identity. After they are finished conversing, Pe-
nelope has Eurycleia, an old nurse of Odysseus, to clean the tired and worn feet of
the beggar. As Eurycleia washes him, she notices an old scar on this leg and realizes
that he is Odysseus. She is about to tell the queen when Ulysses sternly admonishes
her to keep his identity for the time being. The next morning, Odysseus starts to
keep watch of all the servants, trying to see who is still faithful to him. Eumaeus
comes to the palace, driving the hogs for slaughter and demonstrates his goodness.
Another servant arrives, Philoetius, the chief cowherd, who shows that he also is
faithful to Odysseus. Odysseus then takes Eumacus and Philoetius aside and identi-
fies himself to them by showing the old scar that was recognized by Eurycleia. The
reader should now notice the tension between the two events: in both cases, a body
sign is used for identification purposes but in the first case it causes a recognition
against the will of the hero, in the second case it certifies the (inconceivable) identity
between the late king and the present beggar. In such a tension there is already the
core of the present debate, that is the political tension between identification as an
instrument for surveillance or empowerment.

With large-scale societies and the increased mobility associated with urbanisation
and industrialisation, identity came to be determined by full name and reliance on
proxy forms such as a passport, and national identity card. Beginning with the French
Revolution in 1789 there has been both conceptually and historically an indivisible
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unity of citizenship and personal identification. The identity of persons becomes their
identity of citizens. Modern societies are presumed to be sovereign social entities
with a state at their centre, which organises the rights and duties of each member.
The most relevant category of state member is “citizen.” A citizen is a “native or
naturalized person who owes allegiance to a government and is entitled to protec-
tion from it” (Merriam-Webster, 2006). The notion of citizenship embodies modern
claims to liberty, equality, rights, autonomy, self-determination, individualism, and
human agency. Citizenship may normally be gained by birth within a certain territory
(jus loci), descent from a parent who is a citizen (jus sanguinis), or by naturalisa-
tion. There have always been many exclusions and exceptions, but largely, being
a citizen is due to one of these reasons. The cornerstone of this system is the birth
certificate. In August 4 1794, five years after the French Revolution, France enacted
the first law in the West that fixed identity and citizenship to birth certificate. The
birth certificate is basically an official document that proves the fact, the place and
the date of birth and the parentage. In other words the birth certificate proves those
elements that are vital to affirm that an individual is citizen of a nation-state. All
other identity elements, which have been important in other historical periods, or
which are still important in other cultures (e.g., religion, ethnicity, race, cast, etc),
become immaterial. The original birth certificate is usually stored at a government
record office, and one of the main tasks of modern states is to register birth certifi-
cates and to secure their authenticity.

Globalisation and Personal Identity

After small-scale societies and large scale, nation-state based, societies, globalisa-
tion represents the third period of personal identification. Globalisation involves
weakening of the traditional concept of citizenship and personal identity based upon
the notion of a bounded society, because, in its essence globalisation, is the removal
of fix boundaries. Globalisation does not cancel borders, but it changes or redefines
their nature. Boundaries could be of geography, culture, technology, politics and
economy. Globalisation means a “liquid” world (as in Baumann’s definition) of
constant transit, an extended “borderland” where meanings, norms, and values are
continuously created and negotiated. Globalisation is characterized by the devel-
opment of technologies (fiber-optic cables, jet planes, audiovisual transmissions,
digital TV, computer networks, the Internet, satellites, credit cards, faxes, electronic
point-of-sale terminals, mobile phones, electronic stock exchanges, high speed trains,
and virtual reality), which dramatically transcend national control and regulation,
and thus also the traditional identification scheme. These technologies are organized
in networks. An example is the network of hub airports, which structure the global
flows of the 500 million or so international travelers each year. The flows consist of
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not just of the flows of people, but also of images, information, money, technologies,
and waste that are moved within and especially across national borders and which
individual societies are unable or unwilling to control. Technology networks tend
to become organized at the global level and the global flows across societal borders
makes it less easy for states to mobilize clearly separate and coherent nations in
pursuit of societal goals. Moreover the globalized world is confronted with a huge
mass of people with weak or absent identities. Most developing countries have weak
and unreliable documents and the poorer in these countries don’t have even those
unreliable documents. In 2000 the UNICEF has calculated that 50 million babies
(41% of births worldwide) were not registered and thus without any identity docu-
ment. Pakistan, Bangladesh, Nepal have not yet made mandatory child registration
at birth (UNICEEF, 2006).

The development of automated systems for human identification is thus an outcome
of globalisation. The tourist who wants to use the same credit card in any part of the
globe, the asylum seeker who wants to access social benefits in the host country, the
banker who moves in real time huge amount of money from one stock market to
another, they all have the same need. They must prove their identities, they must be
certain of others’ identities. They can no longer rely on traditional means for prov-
ing identities such as birth certificates, passports, or ID cards, because of the very
nature of globalisation. By providing global networks with the means to establish
trusted electronic identities, identification technologies are both the consequence
and the building block of globalisation. There is thus an inextricable link between
the raise of technologies for human identification, the crisis of the nation-stat and
new forms citizenship.

Personal Identification and the Body

As we have seen, the human body lies at the heart of all strategies for identity man-
agement, from Homer to globalisation. It is obvious because for most people a sense
of personal identity includes an embodied component: when describing themselves
they describe those aspects of their physical bodies, which can be easily codified:
height, hair color, sex, eye color. People, and policy makers, naively believe that the
body cannot lie about identity®. They believe that the perfect identifier is ultimately
a body identifier. This is manifestly wrong not only because all body features can
be spoofed but, still more seriously, because body properties are just coextensive
with personal identity. One’s personal identity does not necessarily coincide with
one’s body identity. Indeed the best way to cheat an automated system for human
identification is to substitute personal identities without changing bodies. One
does not need twins or clones to reach such a result, it is enough to change one’s
personality. No matter they used drugs, brainwashing, blackmailing, or sex, spies
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have always preferred to change personalities to infiltrate the enemy rather than
spoofing bodies.

The gap between personal identity and body identity is well illustrated by the dif-
ference between an actual human face and a passport photograph. It is difficult
to imagine something more remote from an actual human face than a passport
photograph “taken with a neutral expression,” which leaves only a frozen expres-
sion whose concrete liveliness evaporates. Body requires mind—not in the trivial
sense that you need a neurological system to animate the body, but in the profound
sense that the very structure of our body is communicational. The human body is
language and a fundamental means of communication. Body anatomy and physiol-
ogy are shaped by human need to communicate. The body recognizes and receives
communication directly from other bodies, allowing posture, gesture, and imagery
to develop as alternative means of transmitting knowledge and feeling of various
states of being. Body language is the essence of suggestive communication and has
long been in use in several religious, ceremonial, and healing practices. We do not
just need words. We are words made flesh. There is a complex hierarchy of body
languages, from genetic formations, which are sometimes intrinsically correlated
with an expressive quality, to scars (as we have seen in Odysseus’ recognition),
to involuntary physiological muscle contractions, till voluntary face expressions.
Bodies are biographies and can be read as biographies. Not even a corpse is a real
silent bodys; it still tells his past life to those who have ears to listen. The failure to
appreciate the communicational value of the human body and its nature of complex
symbolic network risks to be the main source of concern about biometrics. Issues
such as gender, ethnicity, and physical disabilities are destined to become critical
if those who deal with biometric technology do not realize that the body is not
only a passport to be read (to use a fortunate metaphor) but it is rather a book full
of allegories.

The relation between biometric technology and the human body does not only
concern body symbolic dimension and body language. The human body has often
been object of political control. In all societies the correct control of the body is
part of the costume of a good citizen (let’s think of athletics in ancient Greece, but
also of the obsession for fitness in contemporary western societies: in both cases
there are deep moral and civil implications in the demand for body control). All
these elements are strictly interlaced with biometrics. In January of 2004, the Ital-
ian philosopher, Giorgio Agamben cancelled a trip to the United States, protesting
the dictates of the U.S.-Visit policy—which requires a particular demographic of
persons entering the U.S. to be photographed, fingerprinted, and registered in the
U.S. biometric database prior to entry. Then Agamben (2004) wrote a brief essay
explaining why he would not enter what he describes in Means Without Ends as
a state of exception and martial law, a state where he asserts the means does not
justify the ends. Agamben stated that biometrics was akin to the tattooing that the
Nazis did during World War II. The tattooing of concentration camp victims was
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rationalized as “the most normal and economic” means of regulating large numbers
of people. With this logic of utility applied during a similar state of exception in
the United States today, the U.S.-Visit’s bio-political tattooing enters a territory,
which “could well be the precursor to what we will be asked to accept later as the
normal identity registration of a good citizen in the state’s gears and mechanisms.”
Agamben envisages the reduction to bare bodies for the whole humanity. For him a
new bio-political relationship between citizens and the state is turning citizens into
pure biological life and biometrics herald this new world. The theme of the shift
between traditional account of citizenship and body-based citizenship is efficaciously
described also by Nikolas Rose: “Citizenship was fundamentally national. Many
events and forces are placing such a national form of citizenship in question. The
nation can no longer be seen as really or ideally, a cultural or religious unity, with a
single bounded national economy, and economic and political migration challenge
the capacity of states to delimit citizens in terms of place of birth or lineage or race.
[...] we use the term ‘biological citizenship’ descriptively, to encompass all those
citizenship projects that have linked their conceptions of citizens to beliefs about
the biological existence of human beings, as individuals, as families and lineages, as
communities, as population and races, and as a species” (Rose & Novas, 2003).

Some other scholars (e.g., Aas, 2006; Nyers, 2004) have argued that identity technol-
ogy is gradually becoming a major source of surveillance. The EURODAC system
in Europe is often cited as a supporting argument (van der Ploeg, 1999). EURODAC
consists of'a Central Unitequipped with acomputerized central database for comparing
the fingerprints of asylum applicants and a system for electronic data transmission
between Member States and the database. EURODAC enables Member States to
identify asylum-seekers and persons who have crossed an external frontier of the
Community in an irregular manner. By comparing fingerprints Member States can
determine whether an asylum-seeker or a foreign national found illegally present
within a Member State has previously claimed asylum in another Member State.
People enrolled in the system are identified only by their biometrics (fingerprints):
no name, no nationality, no profession, no ethnicity, nor any other data are collected
but the place and date of the asylum application and a reference number. Eventually
their identity will be their biometrics together with their entry in the EURODAC
system. It is difficult to avoid thinking that we are actually facing a new outcast. Yet
first impressions are often misleading. People in the EURODAC system are identi-
fied only by their biometrics chiefly for protecting them from being traced back in
case they are political refugees. This leads us to the other side of the coin.

As we pointed out speaking of the myth of Odysseus, body signs and body iden-
tification have always had two opposite meanings. Body identification has been
undoubtedly an instrument for dehumanizing people. Branding citizens has a long
and sad history in Europe (Caplan, 2000). In late ancient regime France, for example,
those sentenced to hard labor were marked on the upper arm with “TF” (for travaux
forcés), with a life sentence being signified through the letter P (en perpétuité). UK
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offenders were sometimes branded on the thumb (with a “T”” for theft, “F” for felon,
or “M” for murder). In Primo Levi’s memoir, 7The Drowned and the Saved, he de-
scribes the tattoo as a “pure offense,” as a hallmark by which “slaves are branded and
cattle sent to slaughter” (Levi, 1989, p. 119). Yet few know that in the Nazi regime
the larger group of compulsory tattooed people was not made up by prisoners but
the Waffen-SS. All members of the Waffen-SS were required to have a tattoo on
their left arm verifying their blood group. This included also any of the high-rank-
ing officers. Officially, the purpose of the tattoo was to be able to perform a blood
transfusion at the front to save a wounded mans life. Yet the coincidence (the tattoo
in gothic lettering was about 7 mm in length and was placed on the underside of the
left arm, about 20 cm up from the elbow) is very suggestive: both untermensche
and ubermenschen were hallmarked. Body signs, such tattoos, scars, piercing, are
also instruments to establish power relations and to affirm identities. One could not
understand the upsurge in hitherto “primitive” body modification practices among
modern people if one does not appreciate that body signs provide important “social
cues” between people. In traditional societies, ritual body modification practices
connect people and their bodies to the reproduction of social positions. The rise of
body modifications in contemporary, post industrial, societies (tattoos, piercing,
ritual cicatrisation, etc.) undoubtedly serves the function of individuating the self
from society (Giddens, 1991), but it is also an attempt to retain some form of power
in an increasingly complex world (Shilling, 1998).

This leads us to the other side of the coin, identification technologies are also a
critical instrument for protecting and empowering people. In a world system where
nearly all States in developing countries are not able to provide their citizens with
reliable identity documents, biometrics is likely to be the sole hope for most third
world inhabitants to have trustworthy identity documents. This is critical for many
reasons, not the least because identity documents are essential to ensure respect for
fundamental rights. You are who your papers say you are. Take away those papers
and you have no identity. Human rights are unthinkable without “identifiable people.”
One can be entitled with rights only if he has an identity. No political, civil, and
social right can be enforced on anonymous crowds. Even the right to anonymity can
be enforced only if one has an identity to hide. In the ancient Greece, slaves were
called “faceless” aprosopon. The word that in Greek designates the face, prosopon,
it is also at the origin of the Latin word persona, person. The person is thus an
individual with a face. Biometrics and other identification technologies can give a
face to faceless people, this is to say, out of metaphor, they can turn anonymous,
dispersed, people into citizens bestowed with duties and rights. This should never
be overlooked in any discussion on ethical issues raised by biometrics.
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Biometrics and Medicine

We have till now described some elements of the tension between human body,
biometric technology and personal identity. Such a tension is critical in the health
care sector. Medical issues in biometrics are usually categorized under two main
headings®:

1. The potential risk for health arising from the use of biometrics, known as direct
medical implication (DMI)

2. The potential ethical risk arising from the violation of medical information,
known as indirect medical implication (IMI)

We shall not strictly follow such a classification, which is hardly helpful. Indeed cur-
rent biometric techniques, although they may imply a certain degree of invasiveness
for the subject, do not present any specific health risk. The fear of contamination
by contact or of injuries by radiation is totally unjustified and requires educational
campaigns rather than ethical awareness. On the contrary the potential for ethical
risk due to violation of medical information is complex and requires an in depth
discussion and a more articulated classification. Finally, we shall hint at an interest-
ing psychological effect that can also have some ethical implications.

The health care sector is second only to the financial sector in term of the number
of biometric users’. This is chiefly a consequence of health care system transitions
from paper-based to electronic, due to the recent availability of a standard for the
exchange of diagnostic images (Dicom) and the significant decrease of data storage
costs. Digitisation of patient records improves health care, reduces fraud, reduces
medical errors, and saves lives. But digitized information is subject to a new cat-
egory of risk, as it is illustrated by the recent case occurred in the U.S. Veteran Ad-
ministration (VA). In May 2006, a UNISYSS data analyst working in VA took home
electronic data that was stored on a laptop computer and external hard drive. He
was not authorized to take this data home. The employee’s home was burglarized
and the computer equipment was stolen. The electronic data stored on this computer
included identifying information for 26.5 million individuals of veterans, including
1.1 million military members on active duty. The data included individual’s name,
date of birth, and social security number. In some cases, spousal information were
included. The stolen equipment has been then recovered and the Federal Bureau
of Investigation (FBI) has determined that information stored was not accessed or
compromised (U.S. Dept. for Veteran Affairs, 2006). This story—though its (likely)
happy end—can be taken as a serious warning about what can happen with digitized
medical data when they are not effectively protected. Of course biometrics cannot
prevent a lap top to be stolen but they could probably prevent any unauthorized
access to stored data even if they have been stolen.
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Many hospitals and healthcare organisations are in progress to deploy biometric
security architecture. For instance the Copenhagen Hospital Corporation — a public
organisation of seven hospitals, with 4500 beds and 20000 employees, which provides
20% of Danish hospital services - has recently entered into an agreement with Danish
Biometrics for testing, research and development on biometric recognition based
on 4 biometrics: fingerprint (match-on-card), fingerprint (smart card with integrated
finger scanner + OTP + PKI), iris scanner, and voice recognition. The objective of
the agreement is to result in solutions for secure log-on procedures when doctors
and nurses for instance are entering the electronic patient records (EPR) as part of
their daily routines. High security needs (tracking) and privacy rules are required
as EPR contains information about health, which is regarded as sensitive personal
data. At the same time, hospital staff must have quick and effective access to the
case record and the patient data, which are needed due to the treatment. Biometrics
is an approach to solve both challenges at the same time. An operation, which can
be performed within 1-2 seconds with the use of a single finger touch, iris scan-
ning or maybe another biometric option, would provide an advantage for the staff.
Simultaneously the process ensures access to the right person as the biometric identi-
fier is unique between individual. In the future a biometric log-on system could be
extended to other parts of the health care system (e.g., homecare service, general
practitioners, pharmacies, and last not least in relation to each individual patient
for the use of a multi-service smart card with the biometric data of each individual
stored in the microchip).

Biometrics for Medical Data Protection

Secure identification is critical in the health care system, both to control logic access
to centralized archives of digitized patients’ data, and to limit physical access to
buildings and hospital wards, and to authenticate medical and social support per-
sonnel. Secure identification is also requested to control physical and logic access
to medical banks (genetic, organ, tissue, cell banks) and to protect communication
between healthcare services and global health networks (e.g., for organ exchange,
in international drug trials, etc.).

Biometrics to limit physical access to medical facilities and to authenticate medical
and social support personnel are likely to have vast applications. Given the sensi-
tive nature of medical data, there are little doubts that there is a just proportionality
between use of biometrics and purposes of the scheme. Obviously biometric data
of medical and support personnel should be adequately protected and respect for
the rights of the data subjects should be ensured. In case biometrics data should be
transferred abroad (e.g., international medical research) clear rules should be defined
inadvance. Some difficulties arise from the inclusion of so called “emergency modes”
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that will allow the availability of medical data to non-enrolled medical personnel
in case of emergency (with associated legal issues).

Secure identification is also vital for controlling logic access to databanks and cen-
tralized patients’ archives. Unauthorized access to digitized medical data (patients’
archives, biological banks, results of clinical trials, etc.) is a serious crime under-
researched and under-documented. It is essentially performed for three reasons:

1.  To investigate illicitly one or more archives;
2. To manipulate, destroy or to alter data surreptitiously;

3. To steal medical identities.

Illegal search on medical archives and data manipulation are well known informa-
tion crimes that are performed for specific and limited reasons (e.g., to manipulate
results of a clinical trials, to obtain covertly medical information on one or more
individuals, etc.). Stealing medical identities is on the contrary quite a new crime.
All levels of the medical system may be involved in medical identity theft: doctors,
clinics, billing specialists, nurses, and other members of the medical profession. The
essence of this crime is the use of a medical identity by a criminal, and the lack of
knowledge by the victim. Medical identities are readily found in medical files and
insurance records. “Medical identity theft occurs when someone uses a person’s name
and sometimes other parts of their identity—such as insurance information—without
the person’s knowledge or consent to obtain medical services or goods, or uses the
person’s identity information to make false claims for medical services or goods.
Medical identity theft frequently results in erroneous entries being put into existing
medical records, and can involve the creation of fictitious medical records in the
victim’s name” (The World Privacy Forum, 2006).

Medical identity theft is usually performed with the aim to fraud health insurances
or the public health system. In USA, there is a long and well-substantiated history
of criminals using lists of patient names in medical identity theft operations. The
USA Federal Trade Commission has recorded that a total of 19.428 individuals
have filed complaints specifically concerning medical identity theft at the Federal
Trade Commission from January 1, 1992 to April 12, 2006. Medical identity theft
is a crime that can cause great harm to its victims. It is also the most difficult to fix
after the fact, because victims have limited rights and recourses. Medical identity
theft typically leaves a trail of falsified information in medical records that can
plague victims’ medical and financial lives for years. Medical identity theft may
also harm its victims by creating false entries in their health records at hospitals,
doctors’ offices, pharmacies, and insurance companies. Sometimes the changes are
put in files intentionally; sometimes the changes are secondary consequences of the
theft. Victims of medical identity theft may receive the wrong medical treatment,
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find their health insurance exhausted, and could become uninsurable for both life
and health insurance coverage. They may fail physical exams for employment due
to the presence of diseases in their health record that do not belong to them.

Identity theft is also a menace in Europe, though less frequent and costly. This is
because of various reasons. First, the European Data Protection Directive, imple-
mented in 1996, gives people the right to access their information, change inac-
curacies, and deny permission for it to be shared. Moreover, it places the cost of
mistakes on the companies that collect the data, not on individuals. Then, in Europe
companies are not allowed to create or sell databases of people’s former addresses
and phone numbers. Such databases in the U.S. are often used to contact neighbors
or relatives of people who owe debts in an attempt to find out current data on a
debtor. Finally most Europeans—with the exception of UK citizens—have national
identity cards. It is thus much more difficult to steal identity of European citizens
for the simple reason that the key piece of information an identity thief needs is
a person’s national ID number, and that appears in a lot fewer places than social
security numbers do in the U.S.

Biometrics can protect medical archives and, above all, may substitute traditional
identifiers, such as Social Security numbers, making more difficult—if not impos-
sible—to steal medical identities. It necessarily means to shift to a biometric scheme
for patients’ identification. This implies some issues that we are going to discuss
in the next chapter.

Biometrics for Patients’ Identification

The need to identify patients with a high degree of certainty comes from three basic
requirements:

1.  Reducing medical errors;
2. Reducing risks of fraud;

3. Improving capacity to react to medical emergencies.

A substantial body of evidence points to medical errors as a relevant cause of death
and injury. Studies in different countries estimate that around 10-16% of hospitalized
patients experience an adverse event related to clinical care, with a mortality rate
in these patients of 5-8%. In the U.S., medical errors cause up to 98,000 deaths and
770,000 adverse effects annually, representing the eighth leading cause of morbidity
in the United States, exceeding that of motor vehicles, breast cancer, or AIDS [8].
A recent Eurobarometer survey on the perception of medical errors by Europeans
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[9] reveals that almost 4 in 5 EU citizens (78%) classify medical errors as an im-
portant problem in their country. Two of the major causes of medical errors are
patient misidentification and (wrong) medication administration. Accurate means of
identifying patients and staff are therefore a crucial step to reducing medical errors.
The combination of various identification technologies might virtually eliminate
cases of mistaken identity. For instance, biometrics and RFID (radio frequency
identification) are used in combination to identify and track special categories of
patients in hospitals, such elderly suffering from dementing disorders, infants,
comatose patients, and other categories of patients unable to identify themselves.
Pilots are in progress in Italy, Spain, and the Netherlands. There are however a
number of ethical problems which are not yet resolved. The most important is likely
to be the principle of non-discrimination. For systems to be truly non-discrimina-
tory, it is important that developers and operators consider the needs of those who
will experience difficulties—and at the earliest stage of the design cycle. Systems
should be designed so that as many people as possible can use them effectively
with the minimum of discomfort. Particular attention should be also paid to avoid
any discrimination against ageing, given that some biometrics (e.g., fingerprints)
can become less readable with age. Problems may arise from patients who cannot
provide, permanently or temporarily, the requisite biometric characteristic. In order
to reduce risks of discrimination, the biometric system should have been designed so
as to minimize the number of failures: false matches, false non-matches, and failures
to enroll. The system should have been also tested—preferably by an independent
third party—to validate the claims of reliability and security. A second reason for
ethical concern regards the concept of “voluntarism” in providing the biometric
characteristics. Not only it is highly arguable that hospitalized patients are ever in
the real condition to give a free consent, but there is also the issue of patients who
suffer from mental disabilities and who are less able to voluntarily consent. It is
therefore important to offer patients the choice of biometric and to offer an alterna-
tive to disabled who can’t use system or who cannot properly process information
and voluntarily consent. Respect the patients’ privacy is foremost and details of
permanent or temporarily disabilities should not be stored without consent. Gener-
ally speaking the first requirement should be to avoid identification schemes and to
prefer authentication schemes with template-on-card®.

In Western economies, health care fraud accounts for an estimated 3 to 10% of all
health care costs, or 80 to 120 billion dollars of loss per year. Accurate identification
and verification of identity is important also to reduce frauds due to medical identity
theft (see above) and due to duplication of identities, which is a fraud that involves
the collection of more benefits than one is entitled to, by entering the program un-
der two or more identities. Departments in charge of social and health assistance in
countries like Spain and the Netherlands are already launching programs for detect-
ing and preventing duplicate benefits. Wide consensus appears to exist concerning
the high levels of this type of fraud, and heighten the urgency for establishing new
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identification practices. The introduction of identity technologies would result in
billions of savings on public spending. Unauthorized use of assistance programs
(e.g., heroin addicts who participate in methadone maintenance plans) could be
tackled by using automatic systems for identification (both to authenticate people
and to track medications, for instance by using RFID or other electronic tags). In
addition, people are accessing more and more health services over the Web; for
this to be secure, establishing people’s identity is essential. However, some doubts
still remain whether the use of biometrics is proportionate to the purpose of reduc-
ing medical frauds and benefit duplication. Proportionality principle requires that
the use of biometric is justified in the context of the application, and that no other
means of authentication may fulfill equally well the requirements without the need
for biometrics. Failure to respect the principle of proportionality exposes users to
improper use and increases the potential for function creep’.

Biometrics have also been used to identify patients in emergencies, where for vari-
ous reasons, many patients arrive without sufficient documentation to establish their
identities. The main emergencies include natural disasters, technological disasters,
major transportation accidents, and acts of terrorism including weapons of mass
destruction events. Biometric has been recently also used to identify victims, casual-
ties and dispersed persons in natural disasters, such as Tsunami. In emergency, rapid
medical diagnosis and treatment is paramount. Casualty location is a continuing
problem during natural disasters and other large health emergencies. In emergen-
cies, patients should be properly identified as they arrive for treatment, or before
dispensing medicine to them. Incorporating biometrics and biomedical data into a
single, portable sensor may provide positive identification of casualties and increase
the odds of fast, reliable treatment. The issue of accessibility is however vital. In
emergency wards one should always consider the possibility that patients may not
be able to be enrolled because of pain, injuries, vast burns, and so on. The risk that
any emergence treatment should be delayed because of a failure to enroll a patient
in an identification scheme should be excluded a priori. It has also been proposed
to provide people with identity and entitlement cards, which could hold—with the
consent of the card holder—a limited amount of medical information for use in an
emergency (for example, current medication or allergies). This is a huge political,
social, and ethical challenge because the application of data protection principles in
emergency is complex. First it is not so ethically obvious what sort of emergency
medical information would be most useful to display and whether medical informa-
tion should be coupled with different information such as, for instance, the will to
act as an organ donor, as it has been proposed. Second, it is arguable that in emer-
gency it would be ever possible to obtain an informed consent to the processing of
biometric data. Third, there are some puzzling issues such as how one can ensure
effective fallback procedures if biometric system fails or what legal provisions are
necessary for multi-national use of biometric data in international health emergen-
cies like, for instance, natural disasters.
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Biometrics and Disclosure of Medical Data

There is currently no evidence that any biometric authentication device can signifi-
cantly reveal any health information. It is true that injuries or changes in health can
preventrecognition, butthe technologies have no capability of determining the causes
of the recognition failure. There can be medical systems that capture similar images
to biometric systems, but they use the information for diagnosis of disease and not
identification. Yet it indisputable that most biometric techniques may potentially
reveal also medical information. Although most technicians deny this possibility,
biometric data can be used to covertly reveal users’ state of health because of the
very nature of biometrics. Measuring body features to search for consistency over
time (as we have initially defined biometrics for identification/verification purposes)
is not radically different from measuring to look for patterns of change (as medical
biometric do). Biometric images (e.g., face, fingerprint, eye images etc., or voice
signals) acquired by the system may show features that can reveal health informa-
tion. For several reason it can happen that the operator keeps the original images,
or is other cases, some information may remain in the template (e.g., if a template
stores a compressed version of the image). Certain chromosomal disorders—such
as Down’s syndrome, Turner’s syndrome, and Klinefelter’s syndrome—are known
to be associated with characteristic fingerprint patterns in a person. Knowing that
certain medical disorders are associated with specific biometric patterns, research-
ers might actively investigate such questions as whether biometric patterns can
be linked to behavioral characteristics, or predispositions to medical conditions.
Moreover, by comparing selected biometric data captured during initial enrolment
and subsequent entries with the current data, biometric technologies may detect
several medical conditions. Also future and likely use of genetic test information
and DNA profiles in biometrics bears many ethical risks.

Finally a potential weak point of any biometric scheme is represented by live-
ness checks. Liveness checks are technological countermeasure to spoofing using
artefacts. They apply most obviously to biological biometrics such as finger, face,
hand and iris, though they might also protect behavioural biometrics in cases where
mimicry might be performed by an artificial device (e.g., a signature signing ma-
chine). Biometric identification could be fooled by a latex finger, a prosthetic eye,
a plaster hand, or a DAT voice recording. Biometric devices must therefore be able
to determine whether there is a live characteristic being presented. Liveness checks
may detect physical properties of the live biometric (e.g., electrical measurement,
thermal measurement, moisture, reflection or absorbance of light or other radia-
tion); the presence of a natural spontaneous signal such as pulse; or the response
to an external stimulus (e.g., contraction of the pupil in response to light, muscular
contraction in response to electrical signal etc.). By detecting physical reactions,
liveness checks may be an important source of medical information (e.g., pupillary
responses depend on whether one has been drinking or taking drugs, whether the
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person is pregnant, and with the variability of age in general; changes in blood flow
are typically associated with several medical conditions as well as with emotional
responses, etc.). There are also ways in which one might be able to sense the emo-
tional attitudes from some biometrics (e.g., nervousness in a voice pattern and anger
from a facial image). There has been some exploratory work in this area and various
companies worldwide are currently trying to develop biometric systems provided
with behavior-recognition techniques, which are capable to recognize patterns for
people with hostile agendas'®. Also the possibility of continuous authentication of
a person (in the controlled environment)—that we mentioned at the beginning of
this chapter—can obviously be a source of medical information.

The potential for function creep gives rise to the question of whether there may
need to be additional legislative or other measures to address the threats biometrics
may pose as a unique identifier in the health sector. This is essentially a question for
policy makers and deserves to be discussed at policymaking level.

Technoanimism

One of the most astonishing effects expected from biometric technologies is the
creation of a new category of smart objects and environments, with the capacity for
recognising human beings. This promises to be relevant to ambient assisted living
for elderly and dementing persons, to smart homes and smart workplaces for disable
people and other categories of disadvantaged citizens. Yet this is not without any
consequence. Human beings show the tendency to regard inanimate objects as living
and conscious (animism) and to ascribe them also human characteristics (anthropo-
morphism). Both tendencies are spontaneous and pervasive in early childhood. Child
psychologist Piaget found that the youngest children see virtually all phenomena
simultaneously as alive, conscious, and made by humans for human purposes (Piaget,
1962). Tylor (1871) defined animism as a belief that animals, plants and inanimate
objects all had souls. For Tylor, animism represented “stone age religion,” which
still survived among some of the “ruder tribes.” In his turn, Piaget believed that
animism and anthropomorphism slowly diminish through childhood and, by early
adolescence, children’s views approximate those of adults. Yet they were probably
wrong. In his Le Dieu Object, Marc Augé (1988) suggested that all people—also
adults, “civilised” people—attribute human shape and qualities (such as agency) to
the widest range of objects and phenomena imaginable. In the past few years, several
authors, including Guthrie (1993), Bird-David (1999), Ingold (2000), and Harvey
(2005) have argued that—rather than a “primitive,” “childish” superstition—animism
could be understood as alternative responses to universal semiotic anxieties about
where or how to draw boundaries between persons and things. These very boundaries
are now threatened by info and biometric technologies. Animism is a feeling/belief
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that things have the ability to recognise humans, observe, gather knowledge, and
perform actions in the real world. This is actually what smart technological objects,
empowered with biometric sensors, promise to do. In their 1996 book, Reeves and
Nass (1996) demonstrated that interactions between humans and ICTs are identi-
cal to real social relationships. People automatically extrapolate personalities from
little hints. In all human-machine interactions personality can creep in everywhere:
the language in error messages, user prompts, methods for navigating options, and
fonts chosen. Pesce (2000), one of the early pioneers in Virtual Reality, speaks of
“techno-animism” to describe a world pervaded by computational objects. Blogjects
(Bleecker, 2005), is a neologism introduced to describe objects that blog, a network
of tangible, mobile, chatty objects enabled by the miniaturisation, the ubiquity of
consumer electronics and a pervasive Internet. From an ethical point of view, one
should carefully consider the implications of “animate” technologies when they are
to be used with vulnerable categories of patients, with reduced capacity for informed
consent, and potentially compromised mental capacities.

Conclusion

The strange paradox of identity is that it matters when it is weak. It holds true also
in the health sector. At all levels of the medical system we see signs of the weaken-
ing on traditional schemes for personal identification. Doctors, nurses, and other
members of the medical profession are increasingly requested to identify or to
authenticate themselves to access electronic databanks and centralized archives. In
the era of info technologies medical privacy breaches go well beyond the simple
rupture of a medical obligation because their effects involve million patients with
enormous consequences. Securing medical personnel identity is not a private busi-
ness of hospitals and medical agencies but it is a huge policy challenge that involves
the whole society. Patients’ identity is also an issue. The global health system is
increasingly a complex structure, which involves quite a number of international
networks, which structure the global flows of people, commodities, medications,
body parts (organs, tissues, and cells). Among the most important healthcare issues
that directly affect patient safety and quality of care are the ability to correctly iden-
tify and track people and materials along the global health networks. In particular,
there is an absolute need to identify patients and to confirm the accurate delivery
of clinical services for them. Patients’ misidentification is not only an important
source of medical errors but it also a critical element in the overall architecture of
the health system. Biometrics and other identification technology can play a pivotal
role in ensuring more reliable identification schemes. Yet one should careful bal-
ance benefits with ethical and social risks. Biometrics are techniques that directly
affect the human body. Their ethical relevance is not limited to their direct effect on

Copyright © 2008, IGI Global. Copying or distributing in print or electronic forms without written permission
of IGI Global is prohibited.



Biometrics, Human Body, and Medicine: A Controversial History

medical systems. Biometrics have important anthropological implications that can
be evaluated only long term. Any biometric can act as a powerful unique identifier
that can bring together disparate pieces of personal information about an individual.
If used in this manner, biometrics enable individuals to be pinpointed and tracked.
They also create the potential for personal information from different sources to be
linked together to form a detailed personal profile about that individual, unbeknownst
to him or her. This represents not only a clear invasion of privacy but it threatens
to overturn any current legal, ethical, and social standard.

Policy makers often describe biometrics as a magic bullet, which should allow to
identify illegal aliens at borders, terrorists in airports, pedophiles on the Internet, to
reduce medical errors and so on. This is not probably the case, but biometrics have
however to be taken very seriously by social scientists and philosophers.
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Endnotes

The word biometrics was coined by Galton (1822-1911), the scientist well
known for his theories on improving the human race through eugenics. Gal-
ton’s application of statistics to the scientific study of evolution is critical and
led him to open the Anthropometric Laboratory at the International Health
Exhibition in 1884, where he collected biometrics on thousands of people
(Bulmer, 2003).

This is a critical point to understand, because most current ethical and political
controversies on identity technologies concern the expansion of categorizations
associated with people processing. These involve technical measurements
and locating the individual relative to others. Such profiled identities (credit
risk, 1Q, SAT scores, life style categorization for mass marketing, etc) often
involve predictions about future behaviour. They may or may not be known
to individuals and their existence poses serious ethical and political issues.

Things are quite different with logical objects such mathematical concepts
and alike.

In Poetics Aristotle writes: “Recognition, as the name indicates, is a change
from ignorance to knowledge, producing love or hate between the persons
destined by the poet for good or bad fortune[...] the least artistic form [of
recognition], which, from poverty of wit, is most commonly employed [is]
recognition by signs. Of these some are congenital- such as “the spear which
the earth-born race bear on their bodies,” or the stars introduced by Carcinus
in his Thyestes. Others are acquired after birth; and of these some are bodily
marks, as scars; some external tokens, as necklaces, or the little ark in the Tyro
by which the discovery is effected. Even these admit of more or less skilful
treatment. Thus in the recognition of Odysseus by his scar, the discovery is
made in one way by the nurse, in another by the swineherds. The use of tokens
for the express purpose of proof- and, indeed, any formal proof with or without
tokens- is a less artistic mode of recognition. A better kind is that which comes
about by a turn of incident, as in the Bath Scene in the Odyssey. Next, comes
the recognitions invented at will by the poet, and on that account wanting in
art. For example, Orestes in the Iphigenia reveals the fact that he is Orestes.
She, indeed, makes herself known by the letter; but he, by speaking himself,
and saying what the poet, not what the plot requires. This, therefore, is nearly
allied to the fault above mentioned- for Orestes might as well have brought
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tokens with him. Another similar instance is the “voice of the shuttle” in the
Tereus of Sophocles. The third kind depends on memory when the sight of
some object awakens a feeling: as in the Cyprians of Dicaeogenes, where the
hero breaks into tears on seeing the picture; or again in the Lay of Alcinous,
where Odysseus, hearing the minstrel play the lyre, recalls the past and weeps;
and hence the recognition.” (Poetics, Books XI and XVI, translated by S. H.
Butcher, HyperText Presentation © 1995 Procyon Publishing, retrieved from
http://libertyonline.hypermall.com/Aristotle/Poetics.html )

However in cultures where biological individuals are regarded as hospitable to
demonic possession, this is not true. In such cultures, the body per se cannot
prove identity. Interestingly, the issue of multiple personalities, which was
highly debated in XIX century psychology, is almost ignored in the current
debate on personal identity.

For instance compare the report issued by the European JRC, Biometrics at
the Frontiers: Assessing the impact on Society, available at www.jrc.cec.
eu.int

All pieces of information about the current biometric market cited in the
present paper have been retrieved from the BITE Global Biometric Market
and Industry Report, available at http://www.biteproject.org

All biometric systems operate in essentially the same manner. They capture a
biometric sample, perform feature extraction or dataset creation and perform
one of two types of searches. They provide either a one-to-one (1:1) or a one-
to-many (1:N) search capability. One to many searches (1:N, also known as
identification or recognition) are designed to determine identity based solely
on biometric information. One to many matching answers the question, “Who
am [?” In systems supporting one to many searches a central database must
be built containing all biometric templates enrolled in the system. One to one
process (1:1, also known as verification, or authentication) check the validity
of a claimed identity by comparing a verification template to an enrolment
template. One to one authentication answers the question, “Am [ whom I claim
to be?” Authentication does not require a central database to be built, if the
comparison is made against a template stored in a personal device retained by
the individual whose identity is to be verified.

“Function creep” (also known as “purpose creep”) is the term used to describe
the expansion of a process or system, where data collected for one specific pur-
pose is subsequently used for another unintended or unauthorised purpose.

For instance see the COGITO project, http://www.suspectdetection.com/tech.
html
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